Appendix C: Internet Safety Program

Internet Safety Program

The Internet provides students with access to a wealth of information and educational resources along with the opportunity for collaboration with other students around the world. Unfortunately, it also offers inappropriate content and the opportunities for interaction with persons with intent to cause harm. We believe that the benefits outweigh the disadvantages; however, it is critical that we work together to provide a safe environment and teach children ways to protect themselves while on the Internet. The Virginia General Assembly passed legislation in 2006 requiring school divisions to integrate a component of Internet safety within the instructional program.  During the 2006-2007 school year, Harrisonburg City Schools established an Internet safety program to ensure compliance with Va. Code § 22.1-70.2.  The program includes: 

1. 
Training for staff
· Internet safety sessions are offered during staff development days. (Attendance is required.) To date, 480 staff members have attended sessions. 

· Internet Safety Information for Teachers website offers links to resources for teachers. 

· Information on Internet safety is included in technology classes offered to HCPS teachers. 
· Internet Safety Information for Teachers website offers link to useful resources. http://staff.harrisonburg.k12.va.us/~kkcampbell/safety/teachers.htm
2. 
Presentations for parents
· Internet safety presentations have been offered at PTA meetings for all elementary and middle schools. 

· Internet Safety Information for Parents website offer links to information and resources for parents. 
http://staff.harrisonburg.k12.va.us/~kkcampbell/safety/parents.htm
· WebWise™ Tips for Students and Tips for Parents have been translated into Spanish, Russian, and Kurdish and distributed at PTA meetings. 
3. 
Instruction for students
· Internet Safety Information for Students website offers link to fun resources to help students learn about Internet safety. http://staff.harrisonburg.k12.va.us/~kkcampbell/safety/students.htm
· Be Safe on the Internet posters have been posted in each open computer lab to remind students of key tips for remaining safe on the Internet. 

· Tips for Safe Research bookmarks have been distributed to students with links to safe research sites. 

· Students at the middle school participate in a unit on Internet safety which includes the game "Missing." 

· Instructional technology resource teachers (ITRTs) have partnered with teachers to provide lessons at a variety of grade levels. 

· School resource officers use components of the Class Action program that is offered through the office of the Virginia Attorney General for middle and high school students. 

4. 
Filter for Internet access

· DeepNines Web Filter is used to filter access to Internet content that is obscene, depicts pornography, is harmful to minors, or is deemed inappropriate for minors. 
· Internet use is monitored by teachers at all grade levels.
· A review process is in place to consider exemptions or changes to the filter.  ITRTs regularly review new and emerging technologies to see that they can be safely deployed and to make necessary changes in filtering and access.
5. 
Guidelines for appropriate use of the Internet and networked resources by students and staff 

· HPCS Policy 752 - Student Use of the Internet (includes the Acceptable Use Agreement) 

· HPCS Policy 667 - Staff Access to Networked Resources 

· Guidelines for Websites 

6. 
Security of data on HCPS network
· No unfiltered access to the Internet is allowed. 

· A firewall is in place to prevent inappropriate access to HCPS data. 

· Anti-spam and anti-virus software are in place. 

· Network is monitored. 

The following steps were taken in the development of the program:

1. 
HCPS Policy 667 – Staff Access to Network Resources and Policy 752 – Student Use of the Internet (including the Acceptable Use Agreement) were reviewed to ensure all requirements are met. 

	§ 22.1-70.2. Acceptable Internet use policies for public and private schools.

At a minimum, the policy shall contain provisions that:

	(i) 
are designed to prohibit use by division employees and students of the division's computer equipment and communications services for sending, receiving, viewing, or downloading illegal material via the Internet;

	HCPS Policy 667-R – The following behaviors are not permitted on district networks:  (3) Accessing, uploading, downloading, or distributing profane, pornographic, obscene, or sexually explicit material; (5) Transmitting profane, obscene, abusive, sexually explicit, or threatening language 

Acceptable Use Agreement: Responsibilities: (4) Students must not access, display, or transmit pornography, obscenities, or other materials deemed inappropriate for educational purposes. In accordance with the Children’s Internet Protection Act (CIPA), the school division makes every reasonable effort to filter access to Internet content that is obscene, depicts pornography, is harmful to minors, or is deemed inappropriate for minors. The school district does not guarantee that school officials will monitor or control all user access to non-filtered, inappropriate Internet content or that students will not have access to such materials while using the division’s technological resources.

	(ii) seek to prevent access by students to material that the school division deems to be harmful to juveniles as defined in§ 18.2-390

	Acceptable Use Policy: In accordance with the Children’s Internet Protection Act (CIPA), the school division makes every reasonable effort to filter access to Internet content that is obscene, depicts pornography, is harmful to minors, or is deemed inappropriate for minors. During school, teachers of younger students will guide them toward appropriate materials. Internet use is monitored by teachers at all grade levels.  Students may be disciplined for any improper or prohibited activity, including but not limited to: * attempting to bypass the division Internet content filter

	(iii) select a technology for the division's computers having Internet access to filter or block Internet access through such computers to child pornography as set out in § 18.2- 374.1:1 and obscenity as defined in § 18.2-372

	Acceptable Use Policy: In accordance with the Children’s Internet Protection Act (CIPA), the school division makes every reasonable effort to filter access to Internet content that is obscene, depicts pornography, is harmful to minors, or is deemed inappropriate for minors. 

	(iv) establish appropriate measures to be taken against persons who violate the policy

	HCPS Policy 667-R: The site network supervisor will investigate and report inappropriate behaviors as directed by the building supervisor who will take appropriate disciplinary action. Any other reports of inappropriate behavior, violations, or complaints will be routed to the employee’s supervisor for appropriate action. Violations may result in a loss of access and/or disciplinary action. When applicable, law enforcement agencies may be involved.

Acceptable Use Agreement: Violation of any of the above rules may result in a loss of network/Internet access. Additional disciplinary action may be determined at the building level in keeping with existing procedures and practices regarding inappropriate conduct. When and where applicable, law enforcement agencies may be involved. 

	(v) include a component on Internet safety for students that is integrated in a division's instructional program

	Acceptable Use Agreement:  In accordance with Va. Code § 22.1-70.2, Harrisonburg City Public Schools provides Internet safety training to teachers and students in grades K-12.   Teachers provide guidance and information about Internet safety as part of classroom instruction when it involves the use of the Internet.  Students at the middle school participate in a unit on Internet safety.


2. 
An Internet safety survey was conducted to assess the professional development needs of staff members

· Over 200 teachers responded. 

· 92% of the teachers responding had attended Internet safety training

· Most indicated they know about email, chat rooms, blogs. 

· Less than half knew about file sharing

· Most indicated they had discussed the following topics with their students: 43% email; 25% chat rooms; 24% instant messaging; 18% blogs; 6% file sharing.

· Comments included: 

· I think it's great that the school division is providing this training, and I want to say a big kudos to Mr. Showker for doing a great job with his presentation at the middle school. 

· I think this was a great session for teachers and parents to attend - it was very informing. I hope there will be more in-depth ones in the future as a continuation!

· I was impressed, if not overwhelmed with the scariness of what is out there, that I really did not know about. 
3. 
Harrisonburg staff (35), parents (60), and students (52) participated in the 2006 NetDay SpeakUp survey.    

· When asked who talks to them about Internet safety, students responded:

· Grades 3-5:  parents 76%, teachers, 30%

· Grades 6-8:  parents 50%, teachers 72%

· Grades 9-12:  parents 47%, teachers 42%.  

4.
A stakeholders committee met to review requirements and discuss the roles of the stakeholders.  The following were in attendance:

Kim Brantley – ITRT and parent

Alan Quimby– ITRT

Andrea Nolley– Librarian

Diana Flick– ITRT

Peggy McIntyre - Librarian

Stacey Penrod - Teacher

Tom Mendez – School Board

Lynette Brown – Resource Officer

Irene Reynolds – Principal

Greg Miller – Resource Officer

Mike Gangloff – Resource Officer

Sandy Parks - Librarian

DD Dawson – Administration

Lori Lineweaver – ITRT

Karen Campbell – Administration

	Roles and Responsibilities of Stakeholders

	School Board
	Approve policy

	Administrators
	Provide leadership and support for program

Provide opportunities for staff development

	Teachers
	Provide instruction on Internet safety for students

Attend staff development sessions to become informed

Monitor student use of Internet

	Counselors
	Assist in developing curriculum

Provide instruction for students on cyberbullying

	PE/Health Teachers
	Assist in developing curriculum

Include instruction during Family Life Education on matters related to that curriculum.

	ITRT
	Serve on curriculum committee

Work with teachers to share information in classroom

Model lessons in classrooms for teachers and students 

	Library Media Specialists
	Assist in developing curriculum

Provide instruction on safe searching, evaluating online resources

Model positive use of tools available on the Internet 

	Resource Officers
	Be available for classroom discussions and instruction

Provide materials for teacher user

Be involved in training  

	Guardians
	Learn more about dangers that students may encounter while using Internet to protect students at home and away from school

	Students
	Abide by guidelines set forth in Acceptable Use Agreement

Create public service announcements concerning Internet safety  


4. 
An Internet safety curriculum committee was established to develop a curriculum for grades K-12.  The curriculum identifies a focus for each grade level, establishes objectives, and provides resources including “talking points” for teachers.  The curriculum is available at: http://staff.harrisonburg.k12.va.us/~kkcampbell/safety/curriculum.html

Kim Brantley – ITRT and parent

Alan Quimby– ITRT

Diana Flick– ITRT

Lori Lineweaver – ITRT

Lynette Brown – Resource Officer

Karen Campbell – Administration

Jyl Gamble – Guidance

Pam Mason – PE Supervisor

Debbie Witman – Librarian
5. A review of the program was conducted in the spring of 2008 to evaluate our progress in meeting the goals of the program.  We considered the following areas: accountability (teacher logging activities into HIT database), effectiveness and impact (follow-up survey), operations (review by network administrator) and utility (stakeholders meeting).  We were pleased to note that over 80 Internet safety activities were logged into our Technology Integration database, and ITRTs reported there were many other “teachable moments” and activities that were not logged. The network filter process was reviewed and amended in the spring of 2008.  We discussed plans for 2008-2009, which include a stakeholder meeting in August to complete the evaluation process.

6. The acceptable use policies for students and staff were reviewed and revised during the 2009-2010 school year.  They were approved by the school board in January 2010.  The stakeholder committee met in the Spring of 2010 to evaluate the program and offer suggestions for improvement.   Recommendations from the committee:

The need to ensure that all staff members have received training.  

Concern: New staff coming in may not have the same level of understanding as those who received the initial training.
Suggestions:  


· Training needs to be on-going and relevant.

· Online staff development is planned for the 2010-2011 school year.  This may include topical presentations (cyberbullying, social networking, sexting, safe searching, etc.) that may be used for both staff and parents.

· Face-to-face workshops during staff development days should still be offered.


The need to ensure that parents have the information necessary to keep their children safe. 
Concern: Presentations to PTAs have been poorly attended.  

Suggestions: 

· Include tips in school newsletters.
· Go where the parents are:  Have a booth or presentation at events such as Fun Day, Math Night, Literacy Night, Back to School Night.
· Create video clips on important topics such as cyberbullying and sexting and make them available online.

The need to ensure that students receive adequate training.


Concern:  Not all teachers are currently


Suggestions: 

· Continue philosophy of “teachable moments,” where all staff members remind students about Internet safety.

· Revise curriculum to meet the changes in the ways students are using the Internet (ITRTs will work on this during Summer 2010).

· Provide specific activities in the Technology Benchmarks.

· Create grade-level activities for teachers to use.

· Continue to provide incentive for teachers to document Internet safety lessons.  Currently, we hold a drawing for Flip camera for teachers who have documented lesson on the HIT Database.
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